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1. AMNWSIUILUU (System Overview)

5%UU CU E-Receipt API Gateway LJalu External System sauszuutiszRiulnesnsUasnsiouwaziduunsgiu

$995UNISVINIUNAN 5 AU A9

. femenislasinig — ynussavluauniadien (content, health science, room)
. 59 Payment Session — 193U URL dm3y redirect ﬁgblsgiﬂsﬁﬁzlfm

. aesnenseay — dmsunansluluiada POF (data object)

. $U Webhook — Ug3HaN159158RULUU real-time Tufifighszdnsa

- Suavlutaa — nseu receipt URL dwsuaniuluian PDF

(% [

nsaanzilyu: ir1u Web Ul 989 CU E-Receipt 111 — HAKATZUUATIREDULAZBUNRA 2101

client id, client_secret uag webhook_secret a¥Qnaia email lagdnludlii

Environment & Base URL

Environment Base URL
UAT / Staging https://ereceipt.pay.ofas.chula.ac.th
Production https://ereceipt.ofas.chula.ac.th

Endpoints &5U

Method Path Auth Description
POST /oauth/token Client Credentials 28 Access Token

fes1enslasanis (flter Tu

POST /api/v1/projects Bearer + HMAC
body)

POST /api/vl/payment/create Bearer + HMAC &919 Payment Session
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2. ATMN59U Flow

PFINEASU credentials M119 email Wa? TUNBUNITYINUTINUAUTZNDUMY & JUADUNAN

AAUNUAINAIUAN

Payment Flow — CU E-Receipt APl Gateway v2.1

External System CU E-Receipt API Payment Page User (Browser)

e s 3
[1] va Access Token > n9I9d0u credentials
POST /oauthftoken aan JWT (30 unfi)
- -
l { access_token }
' N\ [ 7
[1.5] fssrenasTasanag Filter 023 fac_code
POST /apilvl/projects Ausiuni9iasonis
\ St =
¥ Bea
A 4
r \
[2] Create Payment Session N9I97au Token + HMAC
POST /apilvl/payment/create > validate data items sum
L project & 4+ amount + dataf} Al a$19 Payment Session
{ gayment_url, baoking_ref }
A 4
[3] Redirect User [ wiig19203u (pre-filled) Aldfumirgrsydu
. payment_url uanaTIEns dataf} nfandaya + €r7edu
d1szdudude v
srvuainaTuais POF
q---mmmmmmmmmm ey [4]POST Webhook — callback urd —
$u Webhook
Verify X-Signature
{ ref_no, receipt_no, ... }
HTTP 200 OK
.......................................................... >
I'e N

A win callback #uvad — retry SnTwild: +1 urfl . +5 uafl . +30 unil (s2u 4 ady)
Payment URL wuana g Tu 30 w1l | ref_no T4 track payment eud10 2 S¥uu | Bearer + HMAC wn /apiivi/* request

o ' v
%

WHUNIN Payment Flow — #almve Token, 7951877151A59775 (POST), @579 Session 914 Webhook
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3. N135Y9 Access Token

9 OAuth 2.0 Client Credentials flow — %@ token iﬂﬂﬁVJﬂﬂ%ﬂﬁauL%EJﬂ API lunad cache 3o track expiry

Endpoint

POST /oauth/token

Request Body (JSON)

{

"grant_type": ‘"client credentials",

"client id":  "550e8400-e29b-41d4-a716-446655440000",
"client_secret": "AbCd1234...64chars...",

"scope”: "payment:create”

Response 200 OK

JSON

"token_type": "Bearer’,
"expires_in": 1800,
"access_token": "eyJOeXAIOIJKV1QILCIhbGciOiJSUzIINIJ9..."

}
Field | A"
expires_in 1,800 U9 = 30 W
token type Bearer — JWT (RS256)
refresh_token luil — valuumae client credentials lanass

B o Access Token Trumnessnausen APl — lumea cache %39 track expiry wWAYBLAILYIUT LI
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4. §9518N151ATINISNNTBUTITLAU

$UU auto-filter »u fac_code U84 Gateway Client — lmaﬂizqﬂmmaﬂ To project code Way type

#la¥uann response filuadlu POST /api/vl/payment/create (maqéafjﬁ’umua)

Endpoint

POST /api/vl/projects

vinlaily POST? — filter Qﬂé\ﬂu JSON body %qgﬂ sign Ay HMAC Wiladesiunisunle filter

TEWINNN

4.1 Required Headers

Header ‘ AN95UNY
Authorization Bearer {access_token}
Content-Type application/json
X-Timestamp Unix timestamp (3u1#l) — paslumnsanniandswinesiiu +5 wiil
X-Nonce Random string 813 16-64 chars — ﬁmf”gﬁm’a request
X-Signature HMAC-SHA256 signature 1384210 JSON body (935AU38 Section 6)

e1lumesns filter nas body 1 {} (empty JSON object) — N { wag " 1w sha256 aau

Tulwanasanasly
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4.2 Request Body (M41ua optional)

Default A193U"Y
search string — AumaInTelAsanis
type string nnuszian content | health_science | room
page integer 1 %ﬁﬂﬁ@?@ﬂmi
per_page integer 20 SNENSHNLN (@%an 50)

4.3 9819 Request

HTTP Request

POST /api/v1/projects

Authorization: Bearer eyJOeXAIOiJKV1Qi...
Content-Type: application/json
X-Timestamp: 1741852800

X-Nonce: k9xM2pLnQr7vYwZ3

X-Signature: base6d4encodedHmacSignature==

"type":  "content’,
"search":  "Python",
"page": 1,
"per_page": 20
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4.4 Response 200 OK

JSON

"status™:  "success",
"fac_code": "3700",
"data": [
{
"type": "content”,

"project_code": "37000001",

"project_name": "8UTU Python Basics §‘uﬁ 3",

"amount": 1700.00,

"faculty": "3700",

"start_date": "2026-01-01 00:00:00",
"end date™ = "2026-12-31 00:00:00"

"type": "health_science’,

"project_code": "HS690001",

"project_name": "USN1SATIFUANNLNLY,

"amount": "1810.00",
"faculty": "09001",
"start_date": null,

'end _date™  null

"type": "room”,
"project_code": "RM690001",
"project_name": "viadwniidn A101",

"amount": "3500.00",

Chulalongkorn University « thannaphat.j@zenithcomp.co.th
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"faculty": '0104",
"start_date": null,
‘end _date™  null
}
I}
"pagination”: { "total": 12, "per_page": 20, "current page™: 1, "last _page": 1}

Field ‘ AN5UNY

UseLnnlAsinig: content, health_science, room — posaady type Tu

data[l.type
POST /api/vl/payment/create
datal].project_code shalasens — é’ljaﬂeiﬂﬁjﬁ‘l_l type Tu POST /api/vl/payment/create
datal].project name Folasenns
data[l.amount UIURU (V)

fac_code sNaAEYas Gateway Client (null = 526U System Admin)
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5. 196919 Payment Session

Endpoint

POST /api/vl/payment/create

5.1 Required Headers

Header ‘ AN95U"Y
Authorization Bearer {access_token}
Content-Type application/json
X-Timestamp Unix timestamp (3u1#l) — paslumnsanniandswinesiiu +5 wiil
X-Nonce Random string 813 16-64 chars — ﬁmf”gﬁm’a request
X-Signature HMAC-SHA256 signature (@%ﬁﬁmm Section 6)

5.2 Request Body

InuAN1SYN9U: test (default) 5 production —

mode string — v
AVHIYLVIAATUATY

s%alA39n19 (field project_code 910 POST
project code string v
/api/v1/projects)

Usetanlasenig (field type 970 POST
type string v /api/v1/projects): content | health science

room

IUIURUTM (VW) — required Lo

type=content %38 health science; optional Lii®
amount number A .

type=room (A1UIINN room.unit_price + data

DRlugiR)
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¥on¥15¥ — required Lo type=content %38

payer _name string . . 4
A health science; optional L8 type=room
_ duand1se — required Wle type=content #38
payer_email string A y
health science; optional L8 type=room
Luaﬂmz}lﬁﬁx — required 1o type=content
payer_phone string A - . . p
139 health science; optional L@ type=room
payer_organization string — YooiAnTRTTY
ref no string v LAUDDIAN system VDIAN — ¢98m 55 NI
URL 5U webhook — required Lil®
callback_url string :
mode=production
Fevwesienstuluiada — required Wleas data
title string J y
(typel=room); optional 8 type=room
F1enAlrRLLAL W A1 Al —
data array — I
optional 7N type (A3188LLBYANTUAN)
A VBLANBINN — required Ko type=room
room object - v .
J (ABALLOYANIUATN)
o Yoyanuluiass — optional 15U type=room
receipt_info object _

(A518az1B8ANUANY)

callback_url N11N9U

test (default)  optional Nagsu flow 19;1%1&'56@&? callback server

T991u334 — seUU POST webhook TUf callback_url
production required X e .
LUDYITTNUANIR

v o

YU Production server (ereceipt.ofas.chula.ac.th) — callback url UspuLaN® 14719z mode

azlsun

Chulalongkorn University « thannaphat.j@zenithcomp.co.th Wi 13 /40



CU E-Receipt API Gateway Integration Guide v2.2 WOBNIAN 2569

5.3 room Object (required o type=room)

\le type=room m8sas object room LBI¥UNDININDINITID

Field Type qilu AR BN

room.building_id integer v IWARIANT (= 1)

room.floor integer v TU (= 1)

room.room_id integer v IVANES (= 1)

room.booking_type string v szinnnn9aas: daily (31294) | monthly
(mmﬁ@u) | term (F181LNAN)

room.start_date string v JUNGENFUW LWL YYYY-MM-DD it 2026-06-
01

room.end_date string v fun@uge iy YYYY-MM-DD —
faqlitiaandn start_date

room.unit_price number v FIANANENIUAN (L) — WL main item

Tulugda

5.3b receipt_info Object (optional — #1%5U type=room)

v y‘v < o v a S [ ¥ ] .
voyaysuluiasa dwsuiunluluaSanesin — optional ¥ field

Field Type il AL
receipt_info.is_personal boolean — true = JAPATTINAN (default), false = ﬁﬁ‘].qlﬂﬂ@
receipt_info.id_card string — WwuLiRILlszanTu (nTel is_personal=true)

. . . ° o v a = =
receipt_info.tax_number string — Lamﬂ@zmmgmﬂmw (n9au is_personal=false)
L ) 4 A @
receipt_info.name string — Tanean lLLATa
receipt_info.phone string — wasngluluiasa

5.4 data Array (required ila type=room, optional &1%35U type au)
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Wl type=room — novad data Wag title L@ue @1m3U type=content / health science — anluas data

szvvaglvdelasenisidusienisidenluluiasa POF

Field Type Iudy Arasune
data[l.name string v Fes1emIges
data[].quantity integer v U (2 1)
data[l.unit_price number N4 PABVILIY (UW)
dataf].description string — swazBuadiudy

YanmuA: sum(quantity x unit_price) ¥ae¥n item RRNIAU amount (tolerance +0.01 Uw)

SEUUEABU 422 alunss

5.4 19819 Request — type=content

HTTP Request + JSON Body

POST /api/vl/payment/create
Authorization: Bearer eyJOeXAIOiJKV1Qi...
Content-Type: application/json
X-Timestamp: 1741852800

X-Nonce: k9xM2pLnQr7vYwZ3

X-Signature: base6d4encodedHmacSignature==

"project_code": "37000001",

"type": "content”,

"amount": 1700.00,

"payer name": @1y 17«35",
"payer_email”: "somchai@example.com",

"payer_phone": "0891234567",
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"ref no": "YOUR-SYS-REF-001",
"title" "9UIU Python Basics éuﬁ 3",
"data": [

{ "name"; "m1anzLi8u", "quantity": 1, "unit_price": 1500.00, "description":
"MANgRTEMIURLTUAY" },

{"nanwe%"ﬁﬂLaﬂaﬂiUizﬂaiJ, quantity": 2, "unit_price": 100.00 }

5.6 79819 Request — type=room

HTTP Request + JSON Body

POST /api/vl/payment/create
Authorization: Bearer eyJd0eXAiOiJKV1Qi...
Content-Type: application/json
X-Timestamp: 1741852800

X-Nonce: k9xM2pLnQr7vYwZ3

X-Signature: baseb4d4dencodedHmacSignature==

{
"project code": "0104001",
"type": "room",
"amount": 3000.00,
"payer name": "gumy lad",
"payer email": "somchail@example.com",
"payer phone": "0891234567",
"ref no": "YOUR-SYS-REF-002",
"callback url": "https://your-system.example.com/callback",
"room": {
"building id": 1,
"floor": 3,
"room id": 42,
"booking type": "monthly",
"start date": "2026-06-01",
"end date": "2026-06-30",
"unit price": 3000.00
by
"receipt info": {
"is personal": true,
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"id card": "1100100100001",
"name": "wwaume laa",
"phone": "0891234567"

by

"title": "@wiwasdn @euliguisn 2569",

"data": [
{ "name": "@w", "quantity": "unit price": 200.00 },
{ "name": "dlW", "quantity": "unit price": 350.00 }

5.7 Response 201 Created

JSON

"status”: 'success’,
"payment_url": "https://ereceipt.ofas.chula.ac.th/project/payment/aB3xK9mP...",
"booking ref": "BK-690001",

"expires_at": "2026-03-13T16:30:00+07:00"

‘ AB5UNY
mode Truaitlyany (test wse production)
payment_url URL dn5u redirect user lugszitu — lala 30 wfl
booking ref LAYD19BS booking ¥®95gUU CU (format: BK-690001)
expires_at NAMUABNEYYI payment_url (ISO 8601, Asia/Bangkok)

Redirect user TU# payment_url il — user %Lﬁwmﬁ’ﬁzﬁumamazﬁa pre-filled Wag318n19

data{}
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6. N1155U Webhook Callback

waaplotnseRudnsa seuuay POST LU callback_url vosnalnednlusii

6.1 Webhook Payload
Incoming Webhook

POST https://your-system.example.com/payment/callback
Content-Type: application/json

X-Timestamp: 1741852900

X-Signature: a3f8c2dledb?... (hex string)

‘event™ "payment.success’,

"booking ref": "BK-690001",

"ref no": "YOUR-SYS-REF-001",
"receipt_no": "CU37690001",

"amount": 1700.00,

"paid_at"  "2026-03-13T15:45:00+07:00",

"receipt_url": "https://ereceipt.ofas.chula.ac.th/project/payment/success/aB3xKo..."

Field ‘ A193U"Y
event "payment.success” L@uB
booking ref L8 booking ¥833¥UU CU

Lasumaﬁﬂ‘ﬁamaﬂmmau create session — 13 track payment Tu system
ref no
VDIA

receipt_no waluiada wu CU37690001

amount FIUIURUNYITE (UN)
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paid_at a3y (ISO 8601, Asia/Bangkok)

receipt_url URL g%’m%’uaium%a (HTML + print + PDF download)

N13 track $¥1319 2 5¥UU: 1% ref _no M1AfIANNNMBY create session ke map fiu order Ty system

VIR

6.2 Retry Policy

Server ABIRBUNAU HTTP 200 — $INADU non-2xx S¥UUIY retry 9nluiin:

NUELN
1 (initial) Ui nsesmdausn
2 +1 W retry ﬂ%ﬂ‘ﬁ' 1
3 +5 WM retry ﬂ%’j\‘i‘ﬁ' 2

retry A3sgANNYe — Mndaasmian error aggn log
Taassuu U
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7. HMAC Signature — Inbound (fuaanazasanlnsn)

N request LU /api/v1/* masll X-Signature WiaBuGUANLYNABITRIVDYA

7.1 gasAuIn
Formula

message = client id + "\n" + timestamp + "\n" + nonce + "\n" + sha256(body)

signature = base64( HMAC-SHA256(message, client secret) )

I
body a3saslUiaue

a9 body {} (empty JSON object) #38 "' (empty string) — sha256 Amnafy — 19 sha256 vos

A1

AaLkUs ‘
client id UUID #lasume email — noadu lowercase
client_secret Plain text secret 270 email (lly bcrypt)
timestamp AREIU X-Timestamp header
nonce ﬂ'%amﬁu X-Nonce header (16-64 chars, lﬂi%ﬂﬁa request)
SHA-256 ¥4 raw request body (hex lowercase) — Isgﬁﬂﬁ]%ﬂﬁéﬂ Tulasen
sha256(body)
default
\n separator Newline character (LF, 0x0A)
7.2 Python

Python

import hashlib, hmac, base64, json, time, uuid

def create signature(body str: str, timestamp: int, nonce: str) -> str:

""body_str = json.dumps(payload) %38 json.dumps({}) dusu filter g
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body hash = hashlib.sha256(body str.encode('utf-8')).hexdigest()
message = "\n"join([client id, str(timestamp), nonce, body hash])
sig = hmac.new(client_secret.encode('utf-8'), message.encode('utf-8'), hashlib.sha256).digest()

return base64.b64encode(sig).decode('utf-8')

7.3 PHP

PHP

/**

* $hodyJson = json_encode($payload) #3e json_encode(ll) 15U filter 119
*/

function createSignature(string SbodylJson, int Stimestamp, string Snonce,

string Sclientld, string SclientSecret): string

SbodyHash = hash('sha256', $bodyJson);
Smessage = implode("\n", [Sclientld, Stimestamp, Snonce, $bodyHash));

return base64 encode(hash hmac('sha256', Smessage, SclientSecret, true));

7.4 Node.js

Node.js

const crypto = require('crypto’);

// bodyStr = JSON.stringify(payload) %38 JSON.stringify({}) d1%5U filter 14
function createSignature(bodysStr, timestamp, nonce) {
const bodyHash = crypto.createHash('sha256").update(bodysStr, 'utf8').digest('hex);

const message = [clientld, timestamp, nonce, bodyHash].join(\n";
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const rawHmac = crypto.createHmac('sha256', clientSecret).update(message, 'utf8').digest();

return Buffer.from(rawHmac).toString('base64’);
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8. HMAC Signature — Outbound (Verify Webhook)

Wa¥u Webhook 31nsguy CU @ad verify X-Signature naudszaianannaia iieusaiu replay attack

8.1 g3 Verify

Formula

signature = hex( HMAC-SHA256(timestamp + "." + body, webhook secret) )

// wadwsidu hex string (lule base64)

8.2 Python (Flask)
Python (Flask)

import hmac, hashlib

from flask import Flask, request, jsonify
WEBHOOK SECRET = "xK9mP2..." # 3110 email

@app.route(/payment/callback’, methods=['POST'])
def payment_callback():
timestamp = request.headers.get('X-Timestamp', ")
received_sig = request.headers.get('X-Signature', ")

body = request.get data() # raw bytes
message = f'{timestamp}.{fbody.decode('utf-8}"
expected sig = hmac.new(WEBHOOK SECRET.encode('utf-8),

message.encode('utf-8'), hashlib.sha256).hexdigest()

if not hmac.compare_digest(expected sig, received_sig):

return jsonify({'error": 'Invalid signature'}), 401
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data = request.get json()

if data.get('event’) == 'payment.success":
ref no = datalref nol # Laéugwﬁwaa@m
receipt_no = data['receipt no'l

# 9Uan order Tu system maqamimsﬂfu ref no...

return jsonify({'status": 'ok}), 200

8.3 PHP
PHP

SwebhookSecret = 'xK9mP2...;
Stimestamp = $_SERVER['HT|—P_X_TIMESTA!\/\P'] n"
$received5ig = $_SERVER['H—|—I—P_X_SIGNATURE'] n"

Sbody = file_get _contents('php://input’);

SexpectedSig = hash_hmac('sha256', Stimestamp . "' . $body, SwebhookSecret);

if (Ihash_equals(SexpectedSig, SreceivedSig)) {
http_response code(401);
echo json_encode(['error' => 'Invalid signature']);

exit;

Sdata = json_decode(Sbody, true);

if (Sdata['event'] === 'payment.success') {

SrefNo = Sdata['ref no'l; // dUwmn order Tu system U89Ra
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http_response_code(200);

echo json_encode(['status' => 'ok’]);

8.4 Node.js (Express)

Node.js (Express)

app.post(/payment/callback', express.raw({ type: ‘application/json' }), (req, res) => {
const timestamp = reg.headers['x-timestamp || ;
const receivedSig = reg.headers['x-signature || ";

const body = req.body.toString('utf-8");

const message = “S{timestamp}.${body}’;
const expectedSig = crypto.createHmac('sha256', WEBHOOK SECRET)

.update(message, 'utf-8').digest('hex’);

if (lcrypto.timingSafeEqual(
Buffer.from(expectedSig, 'utf-8'),
Buffer.from(receivedsig, 'utf-8')

) return res.status(401).json({ error: 'Invalid signature' });

const data = JSON.parse(body);
if (data.event === "payment.success') {
const { ref no, receipt no, amount } = data;
// §Uian order T systermn vosnlaele ref no..
}
res.status(200).json({ status: 'ok' });
b;
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9. f819lanA Full Flow

Flow: 98 Token — #A3519n151ASIN1T — @319 Payment Session — Redirect user — %8 Token

Tuvnase lumes cache

9.1 Python
Python

import hashlib, hmac, base64, json, time, uuid, requests

BASE_URL = "https://ereceipt.ofas.chula.ac.th"
CLIENT ID = "550e8400-e29b-41d4-a716-446655440000"
CLIENT SECRET = "AbCd1234..."

def get access_token() -> str:
resp = requests.post(f'{BASE_URL}/ oauth/token", json={
"grant_type": "client_credentials", "client_id": CLIENT ID,
‘client_secret": CLIENT_SECRET, "scope": "payment:create”,
}, timeout=10)
resp.raise_for_ status()

return resp.json()["access_token"]

def sign(body str: str, ts: int, nonce: str) -> str:
body hash = hashlib.sha256(body str.encode("utf-8")).hexdigest()
message = "\n"join([CLIENT ID, str(ts), nonce, body hash])
return base64.b64encode(hmac.new(CLIENT SECRET.encode("utf-8"),

message.encode("utf-8"), hashlib.sha256).digest()).decode("utf-8")

def list_projects(token: str, type_filter: str = ") -> list:
payload = {}
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if type_filter: payload["type"] = type filter
ts, nonce = int(time.time()), uuid.uuid4().hex[:16]
body str = json.dumps(payload, separators=(",", ":"), ensure_ascii=False)
resp = requests.post(f'{BASE_URLY/api/v1/projects’,
data=body_str.encode("utf-8"),
headers={"Authorization": f"Bearer {token}",
"Content-Type": "application/json",
"X-Timestamp": str(ts), "X-Nonce": nonce,
"X-Signature": _sign(body _str, ts, nonce)}, timeout=10)

resp.raise_for_ status()

return resp.json()["data"]

def create_payment session(token, project code, project type, amount, ref no,

payer name="', payer email="", payer phone="'
data=None) -> dict:

payload = {"project_code": project code, "type": project type, "amount": amount, "ref no": ref no}

if payer name: payload['payer name"] = payer name

if payer_email: payload['payer_email'] = payer_email

if payer_phone: payload["payer_phone'] = payer phone

if title: payload['title"] = title

if data: payload['data"] = data

ts, nonce = int(time.time()), uuid.uuid4().hex[:16]

body str = json.dumps(payload, separators=(",", ":"), ensure_ascii=False)

resp = requests.post(f'{BASE_URLY/api/v1/payment/create",

data=body_str.encode("utf-8"),

headers={"Authorization": f"Bearer {token}", "Content-Type": "application/json",
"X-Timestamp": str(ts), "X-Nonce": nonce,
"X-Signature": sign(body _str, ts, nonce)}, timeout=15)

resp.raise_for_ status()

Chulalongkorn University « thannaphat.j@zenithcomp.co.th wiin 27 / 40



CU E-Receipt API Gateway Integration Guide v2.2 WOBNIAN 2569

return resp.json()

f798719015 19U

#

token = get access token()

projects = list_projects(token, type_filter="content")

project = next(p for p in projects if "Python" in p["project name"])
project code = project['project code"] # U "37000001"

project type = project['type"] # U "content”

result = create_payment session(
token, project code, project type, 1700.00, "ORDER-001",
payer_name="auw18 1af", payer_email="somchai@example.com’,
payer phone="0891234567",
title="auU5U Python Basics éuﬁ g
data=[
{"name": "ﬂ'wawuﬂau", "quantity™: 1, "unit_price": 1500.00},

{"name": "ﬁ%aﬂmiﬂizﬂau", "quantity™: 2, "unit_price": 100.00},

)
print("Payment URL:", result['payment_url"])

# —> Redirect user U7 result"payment_url"]
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9.2 PHP
PHP

<?php

const BASE_URL = 'https://ereceipt.ofas.chula.ac.th’;

const CLIENT ID = '550e8400-e29b-41d4-a716-446655440000';
const CLIENT SECRET = 'AbCd1234...";

function getAccessToken(): string {
Sch = curl_init(BASE_URL . '/oauth/token);
curl_setopt_array(Sch, [CURLOPT _RETURNTRANSFER => true, CURLOPT POST => true,
CURLOPT_POSTFIELDS => json_encode(['grant type' => 'client credentials’,
'client_id' => CLIENT _ID, 'client_secret' => CLIENT SECRET, 'scope' => 'payment:create']),
CURLOPT HTTPHEADER => ['Content-Type: application/json'], CURLOPT TIMEOUT => 10]);
Sdata = json decode(curl exec(Sch), true); curl_close(Sch);

return $datal'access token'] ?? throw new \RuntimeException(Token failed');

function sign(string Sbodly, int $ts, string Snonce): string {
Smsg = implode("\n", [CLIENT ID, $ts, Snonce, hash('sha256', Sbody)]);
return base64 encode(hash_hmac('sha256', Smsg, CLIENT SECRET, true));

"

function listProjects(string Stoken, string Stype = "): array {
Spayload = Stype ? [type' => Stype] : [J;
$body = json encode(Spayload, JSON_ UNESCAPED UNICODE | JSON_UNESCAPED SLASHES);
$ts = time(); Snonce = bin2hex(random_bytes(8));
Sch = curl init(BASE_URL . /api/v1/projects’);
curl_setopt_array(Sch, [CURLOPT _RETURNTRANSFER => true, CURLOPT POST => true,
CURLOPT POSTFIELDS => $Sbody, CURLOPT TIMEOUT => 10,
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CURLOPT HTTPHEADER => ['Authorization: Bearer ' . Stoken,
'Content-Type: application/json',
"X-Timestamp: ' . $ts, 'X-Nonce: ' . $nonce, 'X-Signature: ' . sign($body, Sts, Snonce)]));
Sresp = json_decode(curl_exec($ch), true); curl close(Sch);

return Sresp['data’l 77 [J;

function createPaymentSession(string Stoken, string $code, string SprojectType,
float Samount, string $refNo, string SpayerName = ", string SpayerEmail = ",
string SpayerPhone = ", ?array Sdata = null): array {
Spayload = ['project code' => Scode, 'type' => SprojectType, 'amount' => Samount, 'ref no' => SrefNo];
if (SpayerName) Spayload['payer name'l = SpayerName;
if (SpayerEmail) $payload['payer email'] = SpayerEmail;
if (SpayerPhone) Spayload['payer_phone'l = SpayerPhone;
if (Stitle)  Spayload['title’] = Stitle;
if (Sdata) Spayload['data’] = Sdata;
$ts = time(); Snonce = bin2hex(random_bytes(8));
Sbody = json_encode($payload, JSON UNESCAPED UNICODE | JSON_UNESCAPED SLASHES);
Sch = curl init(BASE_URL . /api/v1/payment/create’);
curl_setopt_array(Sch, [CURLOPT _RETURNTRANSFER => true, CURLOPT POST => true,
CURLOPT POSTFIELDS => Sbody, CURLOPT TIMEOUT => 15,
CURLOPT HTTPHEADER => ['Authorization: Bearer ' . Stoken,
'Content-Type: application/json',
"X-Timestamp: ' . $ts, 'X-Nonce: ' . $nonce, 'X-Signature: ' . sign($body, Sts, Snonce)]));
Sresult = json_decode(curl_exec(Sch), true); curl close(Sch);

return Sresult;
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FD819N1T VY

//

Stoken = getAccessToken();
Sprojects = listProjects(Stoken, 'content’);
Scode = Sprojects[O]['project_code'] ?? '37000001";
Stype = Sprojects[0]['type'] ?? 'content’,
Sresult = createPaymentSession(
Stoken, Scode, Stype, 1700.00, 'ORDER-001',
‘quvne 19, 'somchai@example.com’, '0891234567',
'BUIU Python Basics iql‘u‘ﬁ' 3,
[
[name' => ‘ﬂ'wawuﬂau', ‘quantity’ => 1, 'unit_price' => 1500.00],

[name' => ‘ﬁ%aﬂmﬁ‘dizﬂau', 'quantity’ => 2, 'unit_price' => 100.00],

);

echo Sresult['payment_url;

9.3 Node.js

Node.js

const crypto = require('crypto’);

const BASE_URL = 'https://ereceipt.ofas.chula.ac.th’
const CLIENT ID = '550e8400-e29b-41d4-a716-446655440000
const CLIENT SECRET = 'AbCd1234...";

async function getAccessToken() {
const res = await fetch('${BASE_URL}/oauth/token’, { method: 'POST’,

headers: { 'Content-Type" 'application/json' },
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body: JSON.stringify({ grant type: 'client credentials', client id: CLIENT ID,
client_secret: CLIENT SECRET, scope: 'payment:create' }) });

return (await res.json()).access_token;

function sign(bodyStr, ts, nonce) {
const h = crypto.createHash('sha256').update(bodyStr, 'utf8').digest('hex);
const m = [CLIENT ID, ts, nonce, h].join(\n");

return Buffer.from(crypto.createHmac('sha256', CLIENT SECRET).update(m).digest().toString('‘base64");

async function listProjects(token, type = ") {

const payload = type ? { type }: {};

const bodyStr = JSON.stringify(payload);

const ts = Math.floor(Date.now()/1000), nonce = crypto.randomBytes(8).toString('hex);

const { data } = await postJson('${BASE URL}/api/v1/projects’, payload, {
'Authorization’: "Bearer ${token}’, 'Content-Type": 'application/json,
'X-Timestamp": String(ts), 'X-Nonce": nonce,
'X-Signature": sign(bodyStr, ts, nonce) );

return data.data || [J;

async function createPaymentSession({ token, projectCode, projectType, amount, refNo, payerName,
payerEmail, payerPhone, data }) {

const payload = { project_code: projectCode, type: projectType, amount, ref no: refNo };

if (payerName) payload.payer name = payerName;

if (payerEmail) payload.payer email = payerEmail;

if (payerPhone) payload.payer phone = payerPhone;

if (title)  payload.title = title;
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if (data) payload.data = data;
const ts = Math.floor(Date.now()/1000), nonce = crypto.randomBytes(8).toString('hex);
const bodyStr = JSON.stringify(payload);
const res = await fetch("${BASE_URLY/api/v1/payment/create’, { method: 'POST’,
headers: { 'Authorization": ‘Bearer ${token}’, 'Content-Type": 'application/json’,
'X-Timestamp": String(ts), 'X-Nonce": nonce, 'X-Signature": sign(bodysStr, ts, nonce) 1,
body: bodyStr });

return res.json();

// FD819NT VY

(async () => {
const token = await getAccessToken();
const projects = await listProjects(token, 'content);
const projectCode = projects[0]?.project code 77 '37000001"
const projectType = projects[0]?.type 7?7 'content
const result = await createPaymentSession({
token, projectCode, projectType, amount: 1700, refNo: 'ORDER-001',
payerName: '@u1g Tad', payerEmail: 'somchai@example.com’, payerPhone: '0891234567",
title: 'ausu Python Basics i;u‘ﬁ' 3,
data: [
{ name: 'masmziden’,  quantity: 1, unit_price: 1500 },
{ name: ‘ﬂlﬁLaﬂmﬁﬂﬁzﬂaU', quantity: 2, unit_price: 100 },
1,
B;
console.log('Payment URL:, result.payment url);

// res.redirect(result.payment_url);

DO,
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10. Error Codes

10.1 HTTP Status Codes

Status ‘ ANNKRUY
200 #1159
201 a51981159

Unauthorized — token lﬂgﬂmaﬂ / signature 1139 / timestamp AU +5 U9l / nonce

401 v
Kl
403 Forbidden — Gateway gnsefusadslununisonys
404 13J|‘1N‘U resource ﬁsua
422 “Jaiﬂahigﬂ@uaﬂ — Qiﬂaazlﬁwﬂu errors field (LSﬁ‘u data.iterns sum a5 amount)
429 Too Many Requests — Rate limit 1A (30 req/u#)
500 \AnTeRaNaIAsEUY

10.2 VDHANAIANNUUDY

Error Message GV ‘ F/un

V1n X-Timestamp, X- oy
Missing required security headers u M3988U headers ATUNSBL
Nonce, %138 X-Signature

Request timestamp is too old LAMMNNAULAY 5 U sync NTP Tuaanss
Nonce has already been used 74 nonce 1 1% nonce Ii/iuﬂqﬂ request
AU HMAC Rm %58 A58V message, lowercase

Invalid signature o
client id Tales lowercase UUID, client_secret

X-Nonce must be 16-64 characters nonce du/g1AU 1 16-64 chars

. - s project code 310 POST
NIUNTLYINALATING lyas project_code
/api/vl/projects
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n3asEyUsEANlATINIg e type

n3dIEY callback url el s mode=production
mode=production ugludl callback_url
n303%Y title Woas data a9 data waludl title

NASINUSI8NT data 13J(§]§Qﬁ‘U
sum(datal]) # amount
amount

10.3 Error Response Format

JSON

non

"status": "error",
"message": "UDHANAIANAN",
"errors": {

"field name": ['S18azLBATORNANANR"]
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& type 310 POST /api/v1/projects
(content, health_science, %39

room)

Ta callback url fivdu HTTPS

endpoint UBIAM
1a title \Wutavasens

A3IEDU quantity x unit_price 90
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11. FAQ

Q: mode=test iU mode=production AsAuaE19ls?

A: mode=test (default) — nagau flow n callback url wu optional lumesd callback server;
mode=production — Tauasa callback _url required s¥uuay POST webhook Ul callback url

Wetszidudnsa

Q: 195U credentials agngls?

A: aangigunu Web Ul 989 CU E-Receipt — WAWATEUUATIIEDULAYEYIIR —> SeuUas client id,

client_secret, webhook_secret 914 email lagdnlusin

Q: Access Token 13 18ABYYINBE9LS?

A: suaslmimsl POST /oauth/token a3¢ credentials LiwlaLae 1345? refresh token

Q: POST /api/v1/projects Aulaseinisuasnnelnu?

A: 5¥UU filter 159015 content m7a fac_code 989 Gateway Client 8aludid 1a59n15 health_science

waz room Aunanue (la filtter muA)

Q: project_code vaslasenisuaazuszianiisduuuagnsls?

A: content = sWafiaguzrinun (W 37000001); health science = integer ID ¥941A5IN13 (19 1, 2);

room = Savefifmun (LSUI‘LJ RM690001) — Teniilaan POST /api/v1/projects L@u® 981 hardcode

Q: nads type Tu POST /api/vl/payment/create aaglua?

A: AOIENLALD — type Wag project code maaéaﬁjﬁ’u Ty type #ilpan POST /api/vl/projects 71549

(content, health science, %58 room)
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Q: data 3dunasdesaly?

A: lugdu — data wu optional nn type w5y type=room luly data dwsuailwaieiisdinwiiy

(wu A A1l Tulaaumdnlu data (A manegly room.unit_price)

Q: data sum MBIASINU amount LEUD LHL?

A: lanng type=content Wag health science — MGE data, sum(quantity x unit_price) AaIn3I U

amount (tolerance +0.01 U ) S¥UULRBU 422 vaaJlmﬂ

Q: ref_no fivadnnaezlsuis?

A: ref no Wu string g4gm 55 oIt LLﬁz%gﬂéﬂﬂﬁU@Jﬂu webhook payload — 14 track payment

FEMIN 2 58U

Q: ref_no U booking_ref ansiuaesls?

A: ref no ﬁmasuma%aﬁﬂma'am (w1 1@ order T system V83AA); booking_ref ABLaY booking fissuu
CU 99nln (format: BK-690001)

Q: amount @1%5U type=room AosassBlU?

A: optional — S¥UUAIUIAL amount = room.unit_price + sum(data) 9@lugiA a8 amount

11999 5INUANIAI UL (tolerance +0.01 UMW) S¥UUILHBU 422 alumsa

Q: type=room fAd4&4 payer_name, payer_email, payer_phone wsolu?

A luTafu — dmsU type=room fields wianfiidu optional

HiszanunsansenveyatuntseRulalnense

Q: 81 Webhook ausalagiinalsuu?
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A: 53U retry 80LUsR 3 ASY (+1 U —> +5 WA —> +30 W) MNdeaNwaInNAII error A¥gn log
Talsszuu CU

Q: wlvludrszRunely 30 uiii vieensls?

A: payment_url 11n1g user iU "Link Mune18" — @319 Payment Session Tnwlaviud

Q: client_secret wignagwineangls?

A: finme thannaphat.j@zenithcomp.co.th e regenerate credentials — Tuannsafsnidivle

Q: vl signature Taunu?

A: a19@0U: (1) client_id 10w lowercase UUID (2) Ty client_secret wuu plain text (3) hash body

9397ia8 —  waz " o sha256 aneii (@) Kan NTP sync
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12. APl Documentation (Swagger Ul)

zuUdl Swagger Ul dwsunaaou AP LUV interactive wenidu 2 ganiunguely
YA Documentation URL v
Internal {base url}/api/documentation Dev melu — AUYN endpoint

External Developer — an1g
Gateway (External) {base_url}/api/gsateway-docs
Gateway API

1% Gateway Documentation (/api/gateway-docs) dmsunageau APl Niesuielulenansid — 835U

OAUth2 token wazas request lalnemssain Swageer Ul

12.1 Swagger Ul URLs

Environment ‘ Gateway Swagger URL

UAT / Staging https://ereceipt.pay.ofas.chula.ac.th/api/gateway-docs

Production https://ereceipt.ofas.chula.ac.th/api/gateway-docs
unwzihldnaaeuly  UAT/Staging newawe — Swagger Ul weq

Production wass 4% STAGING warning lafteuneulsauas

v
v o

wona15ldsmyhlagiusiang) CU E-Receipt « 93W1aNNTUNIINE1AY

thannaphat.j@zenithcomp.co.th
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